Employer HIPAA Assessment and Action Items

A.
Conduct an assessment to determine whether the HIPAA privacy rule applies to your business

1. Determine whether you provide health plan benefits to your employees through an employee welfare benefit plan.

a. Do you provide health/major medical benefits to your employees?

b. Do you provide dental or vision coverage to your employees?

c. Do you provide Medicare supplement insurance, long-term care insurance or other benefits that pay for medical care?

d. Do you provide your employees with a health care flexible spending account?

If the answer to any of these questions is yes, then you might provide group health plan benefits to your employees that are subject to the HIPAA privacy rule and you should continue the assessment.  If not, the HIPAA privacy rule does not apply to you.

2. Do you fall under any of the exceptions to the definition of a group health plan?

a. Are you an employer with more than 50 employees; or 

b. Are the health benefit plans that you provide administered by someone other than yourself?

If the answer to either part of the question is yes, you are a group health plan subject to the HIPAA privacy rule.  If the answer to both questions is no, then you do not fall within the definition of a group health plan and your employee welfare benefit plans are not subject to the rule.  

B. Conduct an assessment to determine which provisions of the HIPAA privacy rule apply to your group health plan:

(1) self-funded (fully or partially) and create or receive protected health information; or

(2) fully insured and create or receive protected health information; or

(3) fully insured and create or receive only summary health information or enrollment information.

1. Do you provide any of the benefits described above in Section A, question 2 on a self-funded basis?

2. Do you offer your employees a health care flexible spending account?

If the answer to either question 1 or 2 is yes, you will need to implement the action items on the following pages designated for self-funded plans.  If the answer to both questions is no, then you follow one of the action item lists designated for fully insured plans.  See question 3 below to determine which action item list for fully insured plans you should follow.

3. Does your group health plan create or receive any protected health information other than summary health information or information on whether individuals have enrolled or disenrolled in the plan?


If the answer to question 3 is yes, then you should follow the checklist for a fully insured plan that receives protected health information.  If your answer to question 3 is no, then you should follow the checklist for fully insured group health plans that only receive summary health information and/or enrollment information.

C.
Implement one of the action item lists set forth on the following pages based on type of group health plan that you offer and the type of information that you receive.

HIPAA Privacy Checklist

For Self-Funded Employer Group Health Plans 

1. Designate an individual as the group health plan’s chief privacy officer.

2. If the size your group health plan warrants it, appoint a privacy team to work with the chief privacy officer.

3. Conduct an analysis of the group health plan’s uses and disclosures of protected health information. Key questions to ask should include the following:

· How does protected health information flow into the group health plan?

· How does the group health plan use the information internally?

· What departments and individuals have access to the information?  This analysis should identify any individuals who perform functions not only for the group health plan, but also for the employer-sponsor—for example, human resources personnel who administer the group health plan and perform functions related to other benefits such as disability income benefits or workers’ compensation or perform functions related to performance review, compensation, promotion, or hiring and firing.

· How do you limit access to the information?

· To whom do you disclose information outside of the group health plan and for what purposes?

4. Develop procedures to reasonably ensure that when you use, disclose or request protected health information that this involves only the minimum necessary amount of information to complete the task.

5. Develop procedures to reasonably ensure that only those individuals who need protected health information to perform their functions for the group health plan have access to the information.

6. Develop written privacy policies and procedures.

7. Implement appropriate administrative, technical and physical safeguards to protect the privacy of protected health information.

8. Determine what uses and disclosures of protected heath information the group health plan will make.  Then categorize the types of uses and disclosures according to the categories of those that do and do not require an authorization, as permitted by the HIPAA Privacy Rule. (See Authorizations section of this guide.)

9. Prepare a notice of privacy practices. (Sample included in this guide.)

10. Distribute notice of privacy practices to enrollees by the HIPAA Privacy Rule compliance date.

11. Develop procedures to distribute the notice of privacy practices to individuals that enroll into your group health plan after the compliance date.

12. Develop procedures to provide a notice reminder to enrollees every three years.

13. Develop procedures to allow individuals to inspect and copy their protected health information.

14. Develop procedures to allow individuals to request amendments to their protected health information.

15. Develop procedures to account for disclosures of protected health information.

16. Develop a process to allow individuals to request restrictions on the uses and disclosures of their protected health information.

17. Determine whether you will honor requests to restrict uses and disclosures of protected health information.

18. Develop a process to provide for confidential communications.

19. Develop policies and procedures for disclosures to family members, friends, and other persons involved in the individual’s care.

20. Develop procedures to allow individuals to submit a complaint to the group health plan if the individual believes that the group health plan is not complying with the plan’s privacy policies and procedures or if the individual believes their privacy rights have been violated.

21. Develop policy to refrain from intimidation or retaliatory acts against individuals who submit a complaint, assist an investigation, or exercise any privacy right.

22. Designate a contact person or office that is responsible for receiving complaints relating to privacy.

23. Develop a training program to educate all persons who perform functions for the group health plan and all employees regarding your privacy policies and procedures

24. Train all persons who perform functions for the group health plan regarding the plan’s privacy policies and procedures before the HIPAA Privacy Rule compliance date.  

25. Develop a program to discipline persons who use or disclose protected health information in violation of policies and procedures.

26. Develop procedures to mitigate any harmful effects resulting from the use or disclosure of protected health information in violation of the group health plan’s privacy policies and procedures.

27. Develop procedures to ensure that you to do not require individuals to waive their rights under the HIPAA privacy rule or their right to file a complaint with the Secretary of HHS as a condition for payment, enrollment in the health plan or eligibility for benefits.  

28. Document your compliance with the HIPAA Privacy Rule and comply with the Privacy Rule’s written documentation requirements.

29. Draft an authorization for the use and/or disclosure of protected health information. (Sample included in this guide.)

30. Develop procedures for verifying the identity and authority of persons requesting disclosure of protected health information.

31. Implement procedures to review all requested authorizations to disclose protected health information to ensure that the authorizations comply with the HIPAA Privacy Rule.

32. Prepare business associate contract provisions. (Sample contract included in this guide.)

33. Develop procedures to identify all existing and future business associates and incorporate your business associate contract provisions into your contracts with the business associates.

34. Determine whether the group health plan must amend plan documents to include the elements mandated by the HIPAA Privacy Rule, including the creation of firewalls between plan administration functions and other employment functions performed by those who administer the plan on behalf of the employer-sponsor.  Please review the Plans Sponsor Assessment Tool and Actions Items to determine whether you must amend your plan documents.

35. Determine the impact of relevant state, local or other privacy law on your compliance with the HIPAA Privacy Rule.

36. Determine what protected health information that you maintain in “designated record sets”.

37. Determine whether the employer-sponsor of the group health plan maintains an on-site health clinic.  If so, determine whether the clinic is a covered entity and take steps to bring it into compliance with the HIPAA Privacy Rule if it is covered.

HIPAA Privacy Checklist

For Fully-Insured Employer Group Health Plans That Create or Receive More Than Summary Health Information and Enrollment/Disenrollement Information 

1. Designate an individual as the group health plan’s chief privacy officer.

2. If the size your group health plan warrants it, appoint a privacy team to work with the chief privacy officer.

3. Conduct an analysis of the group health plan’s uses and disclosures of protected health information. Key questions to ask should include the following:

· How does protected health information flow into the group health plan?

· How does the group health plan use the information internally?

· What departments and individuals have access to the information?  This analysis should identify any individuals who perform functions not only for the group health plan, but also for the employer-sponsor—for example, human resources personnel who administer the group health plan and perform functions related to other benefits such as disability income benefits or workers’ compensation or perform functions related to performance review, compensation, promotion, or hiring and firing.

· How do you limit access to the information?

· To whom do you disclose information outside of the group health plan and for what purposes?

3. Develop procedures to reasonably ensure that when you use, disclose or request protected health information that this involves only the minimum necessary amount of information to complete the task.

4. Develop procedures to reasonably ensure that only those individuals who need protected health information to perform their functions for the group health plan have access to it.

5. Develop written privacy policies and procedures.

6. Implement appropriate administrative, technical and physical safeguards to protect the privacy of protected health information.

7. Determine what uses and disclosures of protected heath information the group health plan will make and categorize them according to the categories of uses and disclosures permitted by the HIPAA Privacy Rule without a written authorization and those that require an authorization.

8. Prepare a notice of privacy practices and provide the notice upon request to any person. (Sample included in this guide.)

9. Develop procedures to allow individuals to inspect and copy their protected health information.

10. Develop procedures to allow individuals to request amendments to their protected health information.

11. Develop procedures to account for disclosures of protected health information.

12. Develop a process to allow individuals to request restrictions on the uses and disclosures of their protected health information.

13. Determine whether you will honor requests to restrict uses and disclosures of protected health information.

14. Develop a process to provide for confidential communications.

15. Develop policies and procedures for disclosures to family members, friends, and other persons involved in the individual’s care.

16. Develop procedures to allow individuals to submit a complaint to the group health plan if the individual believes that the group health plan is not complying with the plan’s privacy policies and procedures or if the individual believes their privacy rights have been violated.

17. Develop policy to refrain from intimidation or retaliatory acts against individuals who submit a complaint, assist an investigation, or exercise any privacy right.

18. Designate a contact person or office that is responsible for receiving complaints relating to privacy.

19. Develop a training program to educate all persons who perform functions for the group health plan and all employees regarding your privacy policies and procedures

20. Train all persons who perform functions for the group health plan regarding the plan’s privacy policies and procedures before the HIPAA Privacy Rule compliance date.  

21. Develop a program to discipline persons who use or disclose protected health information in violation of policies and procedures.

22. Develop procedures to mitigate any harmful effects resulting from the use or disclosure of protected health information in violation of the group health plan’s privacy policies and procedures.

23. Develop procedures to ensure that you to do not require individuals to waive their rights under the HIPAA privacy rule or their right to file a complaint with the Secretary of HHS as a condition for payment, enrollment in the health plan or eligibility for benefits.  Please review the Plans Sponsor Assessment Tool and Actions Items to determine whether you must amend your plan documents.

24. Document your compliance with the HIPAA Privacy Rule and comply with the Privacy Rule’s written documentation requirements.

25. Draft an authorization for the use and/or disclosure of protected health information. (Sample included in this guide.)

26. Develop procedures for verifying the identity and authority of persons requesting disclosure of protected health information.

27. Implement procedures to review all requested authorizations to disclose protected health information to ensure that the authorizations comply with the HIPAA Privacy Rule.

28. Prepare business associate contract provisions. (Sample contract included in this guide.)

29. Develop procedures to identify all existing and future business associates and incorporate your business associate contract provisions into your contracts with the business associates.

30. Determine whether group health plan must amend plan documents to include the elements mandated by the HIPAA Privacy Rule, including the creation of firewalls between plan administration functions and other employment functions performed by those who administer the plan on behalf of the employer-sponsor.

33. Determine the impact of relevant state, local or other privacy law on your compliance with the HIPAA Privacy Rule.

31. Determine what protected health information that you maintain in “designated record sets”.

32. Determine whether the employer-sponsor of the group health plan maintains an on-site health clinic.  If so, determine whether the clinic is a covered entity and take steps to bring it into compliance with the HIPAA Privacy Rule if it is covered.

Action Items for Group Health Plans that Provide

Benefits through an Insurance Contract and Only Receive Summary Health and/or Enrollment Information

1. Although not required, it is recommend that you designate an individual as the group health plan’s chief privacy officer.

2. If the size your group health plan warrants it, appoint a privacy team to work with the chief privacy officer.

3. Develop policy to refrain from intimidation or retaliatory acts against individuals who submit a complaint, assist an investigation, or exercise any privacy right.

4. Develop procedures to ensure that you to do not require individuals to waive their rights under the HIPAA privacy rule or their rights to file a complaint with the Secretary of HHS as a condition for payment, enrollment in the health plan or eligibility for benefits.  

5. Draft an authorization for health plans and/ or providers to disclose protected health information to the group health plan. (Sample included in this guide.)

6. Develop procedures for verifying the identity and authority of persons requesting disclosure of protected health information.

7. Implement procedures to review all requested authorizations to disclose protected health information to ensure that the authorizations comply with the HIPAA Privacy Rule.

8. Prepare business associate contract provisions. (Sample contract included in this guide.)

9. Develop procedures to identify all existing and future business associates and incorporate your business associate contract provisions into your contracts with the business associates.

10. Determine whether group health plan must amend plan documents to include the elements mandated by the HIPAA Privacy Rule, including the creation of firewalls between plan administration functions and other employment functions performed by those who administer the plan on behalf of the employer-sponsor.  Please review the Plans Sponsor Assessment Tool and Actions Items to determine whether you must amend your plan documents.

11. Determine the impact of relevant state, local or other privacy law on your compliance with the HIPAA Privacy Rule.

12. Determine whether the employer-sponsor of the group health plan maintains an on-site health clinic.  If so, determine whether the clinic is a covered entity and take steps to bring it into compliance with the HIPAA Privacy Rule if it is covered.

The Privacy Rule explicitly states that many of the Rule’s requirements do not apply to group health plans that are fully-insured and that only receive summary or enrollment information.  For example, group health plans meeting this criteria are not required to prepare a privacy notice or develop privacy policies and procedures.  On the other hand, the rule does not explicitly state that group health plans do not need to provide access, amendment or accounting rights for individuals.  It is also silent as to whether procedures need to be developed regarding confidential communications or giving individuals the right to request restrictions on the use or disclosure of their information.  Finally, the rule is silent regarding rules governing disclosures to family and friends.  Arguably, it is implicit in the Privacy Rule that group health plans that fall under this checklist are not required to develop policy or procedures in these areas since that Rule specifically states that group health plans are not required generally to develop privacy policies and procedures.  Employers will have to make their own individual determination as to whether policies must be in place to address those areas where the regulation is not explicit. 

Determine the Group Health Plan’s Compliance Date

(1) How much do you pay annually in premiums or make contributions towards major medical coverage, Medicare supplement coverage, long-term care coverage, dental coverage, vision coverage or any other health plan coverage?

(2) If you are self-funded, how much do you pay in claims, on an annual basis for any of the coverages described above?

(3) If you offer a flexible health care spending account, how much money do your employees contribute on an annual basis to these accounts and how much money do you as an employer contribute to the employee accounts?

If the total combined dollar amount from all three questions is less than $5,000.000.00 you are probably a small health plan and do not need to comply with the privacy rule until April 14, 2004.  If the amount exceeds $5,000,000.00 you probably need to comply with the rule by April 14, 2003.

Determine Whether the Plan Documents Should be Amended

(1) Does the group health plan disclose protected health information to the plan sponsor?

(2) Does the group health plan provide or permit the disclosure of protected health information to the plan sponsor by a health insurance issuer or an HMO with respect to the group health plan?

If the answer to either question 1 or 2 is yes, continue the assessment.

(3) Does the group health plan, or health insurance issuer or HMO, only disclose the following kinds of protected health information to the plan sponsor:

(a) Summary health information but only if the plan sponsor requests the summary health information solely for purposes of obtain premium bids for health insurance coverage or for modifying, amending or terminating the group health plan; and/or

(b)Information on whether individuals are participating in the group health plan or have enrolled or disenrolled from a health insurance issuer or HMO offered by the plan.

If the answer is to question 3 is yes, the group health plan is not required to amend its plan documents.  If the answer is no, the group health plan must follow the following checklist for amending plan documents.

Action Items for Amending the Plan Documents

Plan documents must be amended to include provisions that address the following items:

1.
The plan documents must establish the permitted and required uses and disclosures of protected health information by the plan sponsor.  The permitted and required uses must consistent with the HIPAA privacy rule;

2.
The plan documents must provide that group health group health plan will only disclose protected health information to the plan sponsor upon receipt of a certification from the plan sponsor that has amended the plan documents to include all of the mandated provisions and that the plan sponsor agrees to abide by the provisions;

3.
The plan documents must provide that the plan sponsor will not disclose protected health information other than as permitted or required by the plan documents or as required by law;

4.
The plan documents must provide that the plan sponsor will ensure that any agents, including subcontractors, to whom it provides protected health information, agree to the same restraints and conditions that apply to the plan sponsor with respect to the information;

5.
The plan documents must provide that the plan sponsor will not use or disclose protected health information for employment-related actions and decisions or in connection with any other benefit or employee benefit plan of the plan sponsor;

6.
The plan documents must provide that the plan sponsor will report to the group health plan any use or disclosure of the protected health information that it becomes aware of that is inconsistent with the permitted uses and disclosures;

7.
The plan documents must provide that the plan sponsor will make protected health information available to allow individuals to exercise their right to access their information;

8.
The plan documents must provide that the plan sponsor will make protected health information available for amendment and that the sponsor will incorporate agreed to amendments to protected health information;

9.
The plan documents must provide that the plan sponsor will make available the information necessary to provide for an accounting of disclosures of protected health information;

10.
The plan documents must provide that the plan sponsor will make its internal practices, books and records relating to it uses and disclosures of protected health information available to the Secretary of HHS in order for the Secretary to assess the group health plan’s compliance with the HIPAA privacy rule;

11.
The plan documents must provide that the plan sponsor will, if feasible, return or destroy all protected health information that the sponsor received from the group health plan and retain no copies of the information or, if not feasible to return or destroy, the sponsor must agree to limit further uses of the protected health information to those purposes that made the return or the destruction of the information not feasible;

12.
The plan documents must provide for adequate separation between the group health plan and the plan sponsor;

13.
The plan documents must describe those employees or classes of employees or other persons under the control of the plan sponsor that will be given access to the protected health information;

14.
The plan documents must restrict access to and use by the employees describe in item 13 to the plan administrative functions that the plan sponsor performs for the group health plan; and

15.
The plan documents must provide for an effective mechanism for resolving any issues of noncompliance by individuals receiving or using protected health information.
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