Authorizations Overview
Requirement

As a general rule, the HIPAA Privacy Rule provides that health plans such as insurers that provide major medical, Medicare supplement, long-term care, dental, vision or other products that pay for medical care or employer group health plans, may not disclose protected health information without an authorization.  

In many instances, health plans, as well as other non-covered insurance lines, will be requesting authorizations from individuals that are in fact authorizations for providers or other health plans to disclose protected health information to the insurer, agent, broker or employer group health plan e.g., for underwriting or claims payment.  In these instances, it is actually the provider or other health plan that must ensure that the authorization meets the requirements of the HIPAA Privacy Rule.  Although not required, in these situations it will be beneficial to the insurer, producer or employer to utilize authorizations that are valid from the provider’s perspective. 

Authorizations are not required for treatment, payment and health care operations, but under some circumstances it might be in the health plan’s interest to seek an authorization.  For instance, some providers will always require an authorization prior to releasing medical information.  Another example is when an employer’s human resource department helps an employee with a health insurance claim.  In this instance, the health insurer should require the employer to get an authorization from its employee that will allow the insurance company to disclose information to the employer’s HR Department.  A sample authorization for the employer to obtain information from the insurance company can be found at the end of this section.

Exceptions

The are two important exceptions to the rule regarding authorizations: 

1) mandatory disclosures, i.e., disclosures that health plans must make even without an authorization; and

2) permitted uses and disclosures, i.e., uses and disclosures where the health plan has the option of using or disclosing information without the individual’s authorization.

More on mandatory and permitted disclosures can be found in the employer impact section of this guide.

 Health plans must disclose protected health information to the individual when the individual requests access to their own protected health information.  Health plans must also disclose protected health information to the Secretary of Health and Human Services when the Secretary seeks the information to determine whether the health plan is complying with the Rule or the health plan’s privacy policies and procedures.

Health plans are permitted to use or disclose protected health information without an authorization as follows:

1) to the individual; 

2) for treatment, payment or health care operations;

3) to business associates that have signed a business associate agreement;

4) when required by law;

5) uses and disclosures for public health activities;

6) disclosures about victims of abuse, neglect or domestic violence; uses and disclosures for health oversight activities;

7) disclosures for judicial and administrative proceedings;

8) disclosures for law enforcement purposes;

9) uses and disclosures about decedents;

10) uses and disclosures for cadaveric organ, eye or tissue donation;

11) uses and disclosures for research purposes;

12) uses and disclosures to avert a serious threat to health or safety;

13) uses or disclosures for specialized government functions such as the military or secret service;

14) disclosures for workers’ compensation.  

Many of these permitted uses and disclosures have limitations or procedures that must be followed before disclosing information under one of these exceptions.  Make certain you understand these limitations prior to disclosing information without an authorization.  

Core Elements of a Valid Authorization

Valid authorizations must contain at least the following “core” elements:

1. A meaningful description of the information;

2. An identification of the individual authorized to use or disclose the information;

3. An identification of the persons to whom the health plan may make the requested use or disclosure;

4. A description of each purpose of the requested use or disclosure;

5. An expiration date or event that relates to the use or disclosure;

6. A signature;

7. A date; and

8. If applicable, a signature and description of the personal representative if the authorization is being signed on behalf of another individual.

In addition, a valid authorization must contain the following required statements:

1. A statement regarding revocation rights;

2. A statement regarding the ability or inability to condition treatment, payment, enrollment or eligibility of benefits on the authorization;

3. A statement regarding the potential for information to be re-disclosed or that the information may lose its protection once it is disclosed pursuant to an authorization.

Finally, the authorization must be written in plain language, and be for one use only, although it may cover a time period consistent with the same claim.  For example, the authorization may cover all claims relating to a person’s cancer for a specified time period, not to exceed twenty-four months.
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