Notice of Privacy Practices
General Rule

As a general rule, individuals have a right to receive a notice of 1) the uses and disclosures of protected health information that may be made by a group health plan, 2) the individual’s rights under the Privacy Rule and 3) the group health plan’s responsibilities under the Privacy Rule  In addition, a group health plan may not use or disclose protected health information in a manner inconsistent with its notice of privacy practices.  

Required Elements Of Notice  

The notice must be written in plain language and must contain the following elements:

a. A prescribed header.

b. The notice must describe the health plan’s uses and disclosures of information including:

i. A description, including at least one example, of the types of uses and disclosures of protected health information that the group health plan is permitted to make for treatment, payment, and health care operations;

ii. A description of each of the uses or disclosures that the group health plan is permitted to make without the individual’s written authorization;

iii. If applicable, the description of uses and disclosures that are permitted without authorization must reflect any more stringent law; and

iv. A statement that other uses and disclosures will be made only with the individual’s written authorization and that the individual may revoke the authorization.  

c. If the group health plan intends to engage in any of the following activities, the notice must include a separate statements, as applicable, that:

i. The group health plan may contact the individual to provide appointment reminders or information about treatment alternatives or other health-related benefits and services that may be of interest to the individual; and

ii. The group health plan may disclose protected health information to the sponsor of the individual’s group health plan.  

d. The notice must contain a statement of the individual’s rights under the Privacy Rule and a brief description of how the individual may exercise these rights.  

e. The notice must contain a description of the group health plan’s duties including:

i. A statement that the group health plan is required to maintain the privacy of protected health information;

ii. A statement that the group health plan must provide individuals with a privacy notice;

iii. A statement that the group health plan must abide by the notice.

iv. If applicable, a statement that the group health plan reserves the right to change the terms of its notice and to make the revised notice effective for all protected health information that it maintains; and

v. If applicable, a statement describing how the group health plan will provide individuals with a revised notice.  

f. The notice must contain a statement that individuals may complain to the group health plan and to the Secretary of HHS if they believe their privacy rights have been violated, a brief description of how the individual may file a complaint with the group health plan, and a statement that the individual will not be retaliated against for filing a complaint.  
g. The notice must contain certain contact information and an effective date.  

Optional Elements Of Notice

A group health plan may describe any limitations on uses and disclosures that go beyond the requirements of the HIPAA Privacy Rule that it voluntarily adopts, but it may not include any limitation affecting its ability to make a use or disclosure required by law or permitted by the Rule to avert a serious threat to health or safety.   If a group health plan wants to reserve the right to change any voluntary limitations reflected in its notice and apply the change retroactively, it must include certain statements in the notice, as described above.  

Revisions To Notice

A group health plan must promptly revise and distribute its notice whenever there is a material change to the privacy practices stated in the notice.  A group health plan must provide a revised notice within 60 days of any material revision.  

Providing Notice
A group health plan must provide a notice of privacy practices as follows:

a. A group health plan must make its notice available upon request 
b. A group health plan must provide an initial notice of privacy practices to each individual covered by the group health plan as follows:
1. No later than April 14, 2003 for individuals who are then covered by the group health plan; and

2. At the time of enrollment, to individuals who are new enrollees.  

c. Within 60 days of any material revision to the notice, the group health plan must provide the revised notice to individuals then covered by the plan.  
d. No less frequently than once every three years, a group health plan must notify individuals then covered by the plan of the availability of the notice and how to obtain it.  

e. If a group health plan has more than one notice, it must provide the notice that is relevant to the individual.  

f. A group health plan may not combine the notice in a single document with a consent or an authorization, but may distribute the notice in a newsletter or other communication so long as the notice is sufficiently separate from other important documents.   .

g. A group health plan may arrange for others, including group health plan sponsors, to distribute its privacy notice, but if individuals do not receive the notice, the group health plan is liable for violation of the Privacy Rule.  
Electronic Notice

The Privacy Rule establishes the following requirements regarding electronic notice:

a. A group health plan that maintains a web site that provides information about its customer services or benefits must prominently post its notice on the web site and make the notice available electronically through the site.  Posting the notice on a web site does not satisfy the requirement to deliver the notice to the covered individual in hard copy or by email.  

b. A group health plan may provide its privacy notice to individuals by e-mail if the individual agrees to electronic notice and the agreement has not been withdrawn.  If the group health plan knows that an e-mail transmission failed, a paper copy of the notice must be provided.  No particular form of agreement is required.  For example, if a group health plan asks an individual applying for coverage to provide an e-mail address where it can send the individual information and the individual provides an address, the group health plan can infer agreement to obtain the privacy notice electronically.  
c. An individual who receives notice electronically retains the right to obtain a paper copy upon request.  
Documentation

A group health plan must retain copies of its notice for six years following the date that the notice was last in effect.  
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