The Impact of HIPAA’s Privacy Regulation

on Employers

The HHS privacy rule does not specifically apply to employers.  However, HHS uses group health plans and plan sponsors to indirectly regulate employer use of protected health information.  

All health plans, health care providers, and health care clearinghouses are considered covered entities under the rule.  A health plan is defined as a group health plan, a health insurance issuer, an HMO, an employee welfare benefit plan, or another arrangement that provides health benefits to the employees of two or more employers.  A group health plan, the entity that typically brings the employer into play, is defined as an employee welfare benefit plan, including insured and self-insured plans that provide medical care to employees or their dependents.  Plan sponsors are also defined by the rule as the employer, in the case of an employee benefit plan established or maintained by a single employer, the employee organization, in the case of a plan established or maintained by an employee organization, or the representatives of the parties, when the plan is established or maintained by two or more employers.

Protected health information is individually identifiable health information that is created or received by a health care provider, health plan, employer or health care clearinghouse.  HHS has interpreted protected health information to include demographic information such as the name and address of enrollees in a group health plan.  A group health plan is permitted to disclose protected health information to carry out plan administrative functions.  Plan administrative functions means administrative functions performed by the plan sponsor of a group health plan on behalf of the group health plan and excludes functions performed by the plan sponsor in connection with any other benefit or benefit plan of the plan sponsor.

Even though it may seem that the group health plan and the employer are indistinguishable, the group health plan is a separate entity.  In order to disclose protected health information to a plan sponsor, either directly or though a health insurer or HMO, a group health plan must ensure that the plan document restricts the uses and disclosures of the information and the group health plan’s notice of privacy practices must contain a statement that the group health plan makes disclosures to the plan sponsor.   It is very important that the employer as plan sponsor receives only the information absolutely necessary to perform necessary administrative functions.

Summary Health Information

A group health plan is permitted to disclose summary health information to a plan sponsor if the plan sponsor requests the information to obtain premium bids for purposes of obtaining health insurance coverage; or to modify, amend or terminate the group health plan. 

Summary health information is information that is individually identifiable health information that has had individual identifiers deleted.  The specific identifying factors are listed in the rule.  It can summarize claims history, expenses and experiences of those individuals covered under the plan.  It is not necessary to amend plan documents if the group health if only disclosing summary health information at the request of the plan sponsor for the defined purposes

Prohibited Disclosures of Protected Health Information

A group health plan may not disclose protected health information to a plan sponsor for employment-related purposes or in connection with other employee benefits or benefit plans.   A group health plan may not make any other use of disclosures of protected health information without the written authorization of the individual unless the use or disclosure is permitted or required under the regulation.

Permitted Disclosures of Protected Health Information

A group health plan is permitted to use or disclose protected health information as follows:

· to the individual;

· to carry out treatment, payment or health care operations (exception for psychiatric notes);

· with a valid authorization;

· under limited circumstances when the individual has the opportunity to agree or object to the use or disclosure; and

· for defined “public good functions” and for very limited “marketing” purposes.

· Group health plans may make disclosures of protected health information to business associates if they obtain satisfactory assurances that the business associate will adequately safeguard the information.

Required Disclosures of Protected Health Information

A group health plan is required to disclose protected health information as follows:

· to an individual seeking to access their protected information; 

· to an individual seeking an accounting of disclosures of their protected health information; 

· when required by the Secretary of HHS to investigate or determine the group health plan’s compliance with the regulation.  

Notices

Self-funded Plans—Group health plans that self fund their employee health benefits, e.g., they do not provide the benefits through insurance or an HMO, must provide a notice to individuals covered under the group health plan.  If the group health plan provides coverage through insurance or an HMO then the covered individuals have the right to receive the notice from the insurance issuer or HMO.  However, even if the group health plan provides coverage through insurance or an HMO, the group health plan must develop and maintain a notice of privacy practices and provide a copy of the notice upon request, unless it only receives summary health information or enrollment information.

Notice Requirements

The regulation sets forth-specific requirements for the notice of privacy practices including elements relating to:

· Header

· Uses and disclosures

· Separate elements for certain uses and disclosures

· Individual rights

· Group health plan duties

· Complaints

· Effective dates  


A sample notice is included later in this guide.

Requirements for Plan Documents

The plan documents of the group health plan must be amended to incorporate provisions to establish the plan sponsor’s permitted and required uses and disclosures of protected health information.  The plan sponsor must agree to not use or further disclose protected health information other than as permitted or required by the plan documents or as required by law.  All permitted uses and disclosures must be spelled out in the plan documents. 

The plan sponsor must agree to ensure that any agents, including subcontractors, to whom it provides protected health information received from the group health plan, agree to the same conditions that apply to the plan sponsor.  The plan sponsor may not disclose information to agents or subcontractors unless the plan document says these disclosures can be made.  A plan sponsor must get agreement on these restrictions from agents and subcontractors.  

The plan sponsor may not use or disclose protected health information for employment related actions or in connection with any other employee benefit plan. The plan sponsor must report to the group health plan any uses or disclosures of protected health information that are inconsistent with the uses and disclosures set forth in the plan documents.

Plan sponsors must make protected information available for inspection, copying, and amendment. The plan sponsor may require that all requests be in writing, but must provide access in the form or format requested by the individual.  The plan sponsor may deny access to the information under certain circumstances.  Certain denials by the plan sponsor are reviewable and the plan sponsor must have a process for reviewing these denials.  The plan sponsor must act on a request for inspection or copying of protected health information within 30 days and the response must be in writing.  A request for amendment must be acted on within 60 days with an extension of 30 days under certain circumstances.  If the plan sponsor accepts the amendment, the sponsor must notify the individual that other entities have received the information.  All responses must be in writing.  If the plan sponsor denies the request individuals must be allowed to submit a statement of disagreement.  All compliance must be documented.  

Plan sponsors must be able to provide for an accounting of all disclosures.  Individuals have a right to receive an accounting of all disclosures of protected health information.  The accounting must be in writing and must contain prescribed elements.

Plan sponsors must make its internal practices, books and records relating to the protected health information it received from the group health plan available to the Secretary of Health and Human Services.   The Secretary may use this information to determine the group health plan’s compliance with the regulation.  Plan sponsors must agree to destroy or return, if feasible, all protected health information.  If not feasible, the plan sponsor must limit further use and disclosures to those purposes that make its return or destruction infeasible. 

Firewalls

The plan sponsor must provide for adequate separation between the group health plan and the plan sponsor.  The plan documents must describe those individuals or classes of individuals that will be given access to the protected health information.  The plan documents must restrict access to information to only those individuals and classes of individuals described in the plan documents. The plan documents must provide for a mechanism to resolve issues of noncompliance. 

Certification

The plan documents must be amended to provide that the group health plan will only disclose any protected health information to the plan sponsor upon the receipt of a certification from the plan sponsor that the plan documents have been amended to include the required provisions. 

Other Requirements

The preceding is an overview of provisions unique to employers as providers of group health plans and as plan sponsors of employee welfare benefit plans.   Group health plans, as covered entities, must also comply with all of the relevant HIPAA privacy provisions including authorizations, minimum necessary, business associate contracts and limitations on uses and disclosures.
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