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In this age of information sharing, ensuring individual privacy has become increasingly important.  Many industries are now subject to a variety of new federal, state and local laws designed to protect privacy.  Health insurance agents and brokers are among those impacted by these laws.

One of the most far reaching measures which will impact health insurance producers is the federal medical privacy regulation required by the federal Health Insurance Portability and Accountability Act of 1996 (HIPAA).  The HIPAA privacy rules not only impact health insurance agents and brokers, but also affects medical providers, health insurers and employers providing group health insurance coverage to employees.

This guide, which was produced by the National Association of Health Underwriters’ (NAHU) Education Foundation, is designed to assist health insurance producers in understanding how the federal HIPAA privacy requirements will affect them and their clients.  It is also intended to provide guidance on interactions and information sharing with insurance carriers, employer clients and the medical provider community.  This guide also aims to provide health insurance agents and brokers with advice on how best to assist both fully insured and self-funded employer groups with the HIPAA compliance process.  Finally, it will explain how the regulation impacts producers who provide group health plan benefits to their employees.

Important Note: The federal HIPAA medical privacy requirements are not the only privacy standards that affect health insurance agents and brokers.  With respect to medical privacy, HIPAA establishes a federal regulatory “floor.”  More stringent state medical privacy laws will continue to apply. Compliance with the HIPAA privacy requirements does not relieve a health insurance producer of his or her obligation to comply with other state privacy laws including the financial privacy requirements outlined in the federal Financial Services Modernization Act of 1999 (Gramm-Leach-Bliley Act; GLBA) and all resulting state laws and regulations.  For more information about, and assistance complying with, the GLBA financial privacy requirements, please consult the NAHU Education Foundation’s Financial Privacy Requirements Compliance Guide, which is available online at www.nahu.org.  For a printed copy of this guide, please contact the NAHU membership department at (703) 276-3811.

Background on the HIPAA Privacy Regulation

In 1996, the United States Congress enacted the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  In this legislation, Congress set a three-year deadline for enacting national patient medical privacy protection standards.  If Congress failed to meet its self-imposed deadline, the law required the federal Department of Health and Human Services (DHHS) to create health information privacy protections through regulation based on specific parameters outlined in the law.

Congress failed to enact national health privacy legislation by the August 1999 deadline.  In the fall of 1999, DHHS under the Clinton Administration began the task of drafting a health information privacy regulation.  In November of 1999, the draft privacy regulation was released, and more than 52,000 individuals and entities submitted public comments on the proposed rule.  In December of 2000, just prior to the end of President Clinton’s 2nd term, DHHS released a final version of its rule.   

At that time, the view of DHHS regarding medical privacy was that the unfettered flow of health information needed to be restricted to only those who had a need to know.  Furthermore, those individuals or entities should only have access to the minimum amount of information necessary in order to carry out the purpose for which the medical information was required.  For example, information from medical records is limited to the minimum amount of information necessary to treat a patient or pay a claim.

As a result of this view, the original final regulation promulgated by the Clinton Administration was both broad and overly complex.  The backbone of the regulation involved complicated requirements for prior consent, and even more complicated requirements for the revocation of prior consent by a patient.  Obtaining and tracking consent forms and consent revocations would have resulted in chaos for our nation’s healthcare delivery and payment systems, as providers would have been required to develop from scratch complex managerial systems to process and track these forms.  When similar measures were enacted in the states of Maine and Hawaii, the healthcare systems in those states were thrown into such immediate chaos that the state legislatures were forced to rapidly rescind the laws.  In addition to the prior consent and revocation requirements, the original final rule would have greatly restricted medical research, and established very complicated rules for marketing.

Upon taking office in January of 2001, President George W. Bush ordered the review of all late Clinton-era regulations, including the rule on medical privacy.  In March of 2001, President Bush’s DHHS Secretary, Tommy Thompson, requested addition public comment on the Clinton Administration’s final rule.  More than 11,000 public comments were received and reviewed by DHHS.

Based largely on the outcome of these public comments, the Bush Administration decided to substantially amend the existing final privacy rule so that a patient’s medical privacy rights would be protected, but in a way that is more workable for covered entities.  Their goals were to protect privacy while also greatly reducing the federal regulatory burden on covered entities and business associates, and to ensure that the nation’s healthcare distribution and payment systems would continue to run smoothly to ensure that patients would not experience disruptions in their care.

The Bush Administration proposed amendments to the final rule in March of 2001, and on August 14, 2002, the final version of the rule was published in the Federal Register. These amendments make substantial changes to the original Clinton requirements.   Providers are no longer subject to complex consent requirements.  Instead of obtaining consent, the final rule calls on providers to make a good faith effort to obtain an acknowledgment of privacy practices.  The consent revocation provisions were eliminated from the final rule, and the marketing requirements were greatly simplified.  The final version of the HIPAA medical privacy rule goes into effect on April 14, 2003.  However, the rule does grant a one-year compliance extension to small health plans with annual receipts of less than $5 million.  For these plans, the rule is effective April 14, 2004.  

Applicability of the HIPAA Medical Privacy Regulation

The federal HIPAA medical privacy rule applies to certain organizations that use or disclose protected health information, as defined by the regulation.  The rule establishes three categories of entities that are affected by its requirements: 

(1) “covered entities”;

(2) “business associates”;

(3) employers and other sponsors of group health plans.  The effect of the rule differs based on an entity’s classification.

Covered Entities

The first class is known as covered entities. These are health plans, healthcare clearinghouses and most healthcare providers. (A provider is a covered entity only if it transmits health information electronically in connection with certain standard transactions, such as claims submission).  

Health plans include insurers offering comprehensive medical coverage as well as dental, vision, Medicare supplement and long-term care insurance plans; flexible health spending account plans; employee assistance programs that provide medical services; other types of entities that offer health coverage; and health maintenance organizations and managed care carriers.  Employer group health plans, whether self-funded or fully insured, are also considered to be health plans and therefore are covered entities under this regulation.

Business Associates

The second class is known as business associates of covered entities.  These are the businesses and individuals that contract with covered entities and create, use, receive, or disclose protected health information on behalf of the covered entity.  For the purpose of this regulation, health insurance agents and brokers, as well as third-party administrators, are considered to be business associates.  If a producer is representing a client that selects a fully insured product, then the producer will be considered the business associate of the health plan offering that fully insured product.  In this case, the health plan may ask the producer to sign a “business associate contract” that all covered entities are required to have with their business associates.  If the producer is representing a self-funded employer health plan, then the producer will contract with and be a business associate of that self-funded employer plan which is referred to as a group health plan under the privacy rule.

Employers and Other Sponsors of Group Health Plans

Employers and other sponsors of group health plans—for example, unions that sponsor group health plans—are affected by the Privacy Rule in two ways:  First, the “group health plan” itself is a covered entity responsible for complying with the requirements of the Privacy Rule.  This is the case regardless of whether the group health plan is self-insured or fully insured, although the requirements that apply to fully insured plans are greatly reduced if the plan elects to receive just aggregate health information that does not identify individuals.  Understand that a group health plan is a legal fiction created by federal law.  But this does not make its legal responsibilities any less real, and the employer or other sponsor may be held responsible if the group health plan violates the law.  If you provide health benefits to your employees, you have a group health plan and will need to be certain it complies with the law. 

Second, the Privacy Rule may directly affect an employer or other sponsor if it receives or handles more than just aggregate health information or enrollment information in connection with its group health plan.  In this case, the sponsor will be required to follow substantial privacy requirements.      

Responsibilities of Health Insurance Producers as Business Associates

Health plans are required to execute business associate contracts with all of their business associates.  Thus, as business associates of group health plans, self-funded employer group health plans, health insurance producers may be required to sign business associate contracts.  The elements of any business associate contract, as well as a sample generic contract, are included as part of the final HIPAA privacy rule.  This guide specifically addresses business associate agreements.  It includes a sample business associate contract that has been drafted specifically for use by a health plan with a health insurance producer.  This guide also goes into detail about the obligations a health plan has regarding its business associates, as well as a producer’s typical responsibilities under a business associate agreement.  Understand that the producer’s obligations are contractual duties to the health plan established by the business associate contract.  If a health plan finds that a business associate has violated the contract, it must take action to correct the violation.  If the problem cannot be corrected, the privacy rule generally requires the health plan to terminate its relationship with the business associate.

One issue regarding business associate contracts that was not entirely clear in the final HIPAA privacy regulation was whether or not a covered entity could go beyond the regulation and impose additional privacy requirements on its business associates.  It is NAHU’s view that covered entities are not allowed to go above and beyond the regulation and make business associates comply with additional requirements.  This is not, however, explicitly stated in the final rule.

NAHU asked for clarification of this issue in formal public comments on the rule, as well as in a separate letter to DHHS sent in April of 2002.  NAHU, to date, like all of the other groups that sought specific clarification of an issue resulting from the final regulation, has not received an official written answer to our question.  However, we expect to receive such a response in the near future.

A clarification of this issue is of great importance to NAHU and health insurance producers because some health insurance carriers that have begun the HIPAA privacy compliance process have already begun to impose requirements on their business associate producers that are more stringent than what the regulation requires.  Health plans may be doing this due to understandable confusion about the HIPAA privacy rule and the compliance process, or they may feel that imposing additional requirements on business associates is both within their rights and necessary for compliance with the rule. 

Health Insurance Producers and Authorizations

An area of concern to NAHU has been the imposition by some health plans requiring authorizations for routine insurance functions.  The regulation generally exempts health plans from the need to obtain an authorization from an individual for the use or disclosure of protected health information, provided that the information is being used for treatment, the payment of claims or expenses, or routine “health care operations” such as customer service.  Some health insurance plans are requiring business associates to obtain an authorization prior to the release of information being used for claims payment.  

This type of requirement can be particularly burdensome for health insurance producers, since clients and plans frequently call upon them to assist with the processing and payment of claims. However, in order to better serve the needs of a producer’s client, it may be more efficient for a producer to obtain an authorization if the health plan insists.  The final HIPAA privacy rule contains some very specific requirements for acceptable authorizations—a simple signature release is not sufficient.  For those times that a health insurance producer decides that it would be more expedient to simply obtain an authorization, we have included a sample document that meets all of the necessary HIPAA criteria.

HIPAA Medical Privacy Requirements and Employers

Finally, in addition to a producer’s own compliance responsibilities under the HIPAA medical privacy rules, perhaps the greatest way the regulation will impact producers will be in the compliance help they are called on to give to their employer –clients and how the HIPAA privacy rule regulates producers as employers who provide group health benefits.  This guide goes into detail about the obligations of employers under the regulation.  Self-funded employer plans are a covered entity under the rule, so the compliance requirements for these groups will be extensive.  For fully insured plans, the compliance process will vary depending upon what type of information the employer receives from the insurer. 
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